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Confidentiality and Privacy Concerns for New York Nonprofits Working with
Domestic and Gender-Based Violence Survivors

This document outlines confidentiality and privacy concerns that nonprofits should consider when
working with survivors of domestic and gender-based violence. New challenges arise as victim services
programs increasingly employ social workers, attorneys, psychologists, and other professionals within
the same division, in addition to counselors and advocates trained to work specifically with survivors.

An organization’s obligations depend on the specific funding, jurisdiction, and the professionals it
employs. Nonprofits owe different duties of confidentiality to their survivor-clients based on federal and
state laws, grant agreements, common law, and professional ethics rules.! Complying with these
obligations is essential to protect survivors and maintain clients’ trust. Leaders of these divisions and the
nonprofits that operate them should be aware of their agency’s confidentiality obligations, as well as the
duties that their employees may owe, and should seek guidance on best practices related to privacy.
Technical assistance providers, such as the Safety Net Project, are available to support agencies working
with survivors. This document provides a general overview and should not substitute legal advice.
Consult with legal counsel for specific guidance.

For additional resources, see these guides and toolkits:
e Safety Net Project's Confidentiality Toolkit
e Safety Net Project's Technology Best Practices & Policies
e National Crime Victim Institute's New York Advocacy Guide
e National Immigrant Women’s Advocacy Project (NIWAP): Confidentiality Materials
e National Sexual Violence Resource Center: Confidentiality Toolkit
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L1f your nonprofit provides medical treatment, the Health Insurance Portability and Accountability Act (HIPAA)
may also apply. See this helpful explanation of different privacy requirements from the Safety Net Project:
https://www.techsafety.org/privacy-comparison.
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Part I: Authority Requiring Confidentiality
If you work with survivors, consult counsel or technical assistance providers to determine the specific
confidentiality rules and best practices appropriate for your organization. Consider the below factors in
preparation for working with an attorney.

Federal Grant Agreements

The Violence Against Women Act (VAWA), the Victims of Crime Act (VOCA), and the Family Violence
Prevention and Services Act (FVPSA) mandate confidentiality as a condition of grant funding.? Any
organization receiving these funds cannot disclose personally identifying information (PIl) without
meeting specific criteria, discussed in detail below.3 Read this explainer here and see this resource on
VOCA. If a third party, including a government funder, requests a client’s protected information, the
organization must review its obligations under VAWA, VOCA, or FVPSA and withhold or redact the
client’s PII. If a third party requests a survivor’s file, these laws would require a nonprofit victim services
provider to refuse to share the client’s file. Without written consent from the survivor, the nonprofit can
only share non-identifying information in the aggregate with third parties.* Read about similar examples
here, and you can find more technical support from the Safety Net Project’s FAQs on confidentiality and
privacy issues.

New York State (NYS) and New York City (NYC) Contracts and Grant Agreements

NYS and NYC template contracts for human services contracts and grant agreements contain specific
requirements around record retention, audits, intellectual property, and confidentiality. If the
requirements differ between contracts, the more restrictive requirement will apply. To understand your
nonprofit’s obligations under these contracts, read our legal alert on confidentiality in NYS and NYC
contracts here. If you operate in NYC, consider reaching out to Lawyers Alliance to request a
consultation around your organization’s obligations. We also have a recorded webinar available for a
small fee on NYC Human Services Contracts available here (titled “Conquering Contracts Webinar Series,
Part Il: Breaking Through the Boilerplate: New York City Human Services Contracts”).

234 U.S.C. § 12291(b)(2). See https://www.justice.gov/ovw/page/file/1006896/dl, page 2. See also
https://victimrights.org/wp-content/uploads/2022/07/VAWA-HIPAA-FERPA-T10-Comparison-Chart.pdf.

3 “The term “personally identifying information” or “personal information” means individually identifying
information for or about an individual including information likely to disclose the location of a victim of domestic
violence, dating violence, sexual assault, or stalking, regardless of whether the information is encoded, encrypted,
hashed, or otherwise protected, including—(A) a first and last name; (B) a home or other physical address; (C)
contact information (including a postal, e-mail or Internet protocol address, or telephone or facsimile number); (D)
a social security number, driver license number, passport number, or student identification number; and (E) any
other information, including date of birth, racial or ethnic background, or religious affiliation, that would serve to
identify any individual.” 34 U.S.C. § 12291(a)(25). The VOCA confidentiality requirement bars recipients of VOCA
funding from revealing: a) PII collected “in connection with VOCA-funded services” and b) individual client
information (except as authorized by the client). 28 CFR 94.115. The FVPSA defines Pll at 42 U.S.C. § 10401(7) using
the definition in VAWA. It conditions funding on nondisclosure of Pll at 42 U.S.C. § 10406(c)(5).

4 See https://www.techsafety.org/privacy-comparison.
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Ethics, Common Law, and Statutes

New York case law and statutes recognize a duty of confidentiality for certain professionals, including
domestic violence advocates, social workers, and attorneys. Private individuals can bring lawsuits for
breach of confidentiality.®

New York has codified the social worker privilege (Civil Practice Law and Rules (CPLR) 4508) and rape
crisis counselor/domestic violence advocate privilege (CPLR 4510). The statutes state that a social
worker, rape crisis counselor, domestic violence advocate, and the nonprofit or program that employs
them shall not be required to disclose a communication made by the client to him or her, or advice
given thereon, in the course of his or her professional employment (for social workers) or in the course
of his or her services (for rape crisis counselors/domestic violence advocates). The nonprofit, as the
employer of social workers, rape crisis counselors, and/or domestic violence advocates and custodian of
client records, has standing to assert or challenge the privilege on behalf of its employees and clients.®

The Social Worker Code of Ethics requires social workers to maintain client confidentiality, and the New
York Rules of Professional Conduct govern ethical standards for lawyers.” These ethical rules and
professional standards are enforced by the courts. & Social workers and attorneys may be subject to
disciplinary actions including license revocation or suspension. Exceptions to the duty of confidentiality
are discussed below.

Part Il: When is Disclosure Permitted?
While confidentiality is paramount, there are limited circumstances where disclosing a survivor’s
information is permissible:

5 New York courts have recognized a civil cause of action seeking to recover damages for wrongful dissemination of
confidences by persons or entities upon whom such duty of protection is imposed. Doe v. Cmty. Health Plan-Kaiser
Corp., 268 A.D.2d 183, 709 N.Y.S.2d 215 (2000); Harley v. Druzba, 169 A.D.2d 1001, 565 N.Y.S.2d 278 (1991) (where
communications to be fostered in the social worker/client relationship are confidential and plaintiff is entitled to
invoke the privilege of professional confidence, a breach of which is actionable as a tort even though it arises from
a contractual relationship).

6 CPLR 4508 and 4510; see Cmty. Serv. Soc'y v. Welfare Inspector Gen., 65 A.D.2d 734, 411 N.Y.S.2d 188 (1978)
(where nonprofit successfully quashed subpoena for client records based on social worker privilege and court held
the privilege may be asserted by not only individual certified social worker but also by social work agency with
which social worker is employed).

7 The Appellate Division of the New York State Supreme Court adopts the rules, which are published as Part 1200
of the Joint Rules of the Appellate Division (22 N.Y.C.R.R. Part 1200). Rule 1.6 requires attorneys to maintain
confidentiality, although it allows for exceptions that track the exceptions discussed in this guidance. For more
information, see the rules and comments here.® The social work board can impose penalties on social workers for
breach of confidentiality as professional misconduct, which is defined as “revealing of personally identifiable facts,
data or information obtained in a professional capacity without the prior consent of the patient or client, except as
authorized or required by law.” 8 N.Y. Comp. Codes & Regs. § 29.1(b)(8).

8 The social work board can impose penalties on social workers for breach of confidentiality as

professional misconduct, which is defined as “revealing of personally identifiable facts, data or information
obtained in a professional capacity without the prior consent of the patient or client, except as authorized or
required by law.” 8 N.Y. Comp. Codes & Regs. § 29.1(b)(8).



https://nysba.org/wp-content/uploads/2025/03/NYSBA-NY-Rules-of-Professional-Conduct-2025-web-1.pdf

1. Written Informed Consent: Nonprofits cannot disclose a survivor’s Pll to third parties without a
specific time-limited release and informed consent from the survivor.® Survivors must also have the
capacity to give informed consent, or a parent or guardian may provide consent.°

a. Example: If a client wants the organization to discuss client's confidential information with
third parties (law enforcement, other victim service providers, child, support person, or
person who caused harm), then the client needs to formalize those wishes into a specific,
time-limited release of information. Otherwise, the nonprofit should not disclose any
information about the survivor in those discussions unless an exception listed below applies.
The National Network to End Domestic Violence (NNEDV) recommends that the length of
the release should be tailored to the amount of time needed to achieve the survivor's goal
in having information released. See NNEDV’s FAQ. You can find sample releases from the
Safety Net Project here, but we encourage you to work with an attorney to tailor the
template release to your organization.

2. Statutory Mandate: Disclosure may be required by state, tribal, or territorial laws, such as
mandatory reporting laws for child abuse. NYS requires reporting of suspected child abuse or
maltreatment to the New York Statewide Central Register of Child Abuse and Maltreatment if social
workers, social services workers, mental health professionals, physicians, and psychologists
(among other professions) are present in their professional capacity. Employees of an emergency
shelter for families with children are also mandated reporters in New York.!* Attorneys are NOT
mandated reporters in New York. Check the list of professions available here to determine who is
covered in New York.

a. Example: If descriptions of child abuse arise in counseling sessions with a domestic violence
advocate, then the domestic violence advocate, as a social services worker, will have to
report those credible accounts and make a reasonable effort to inform the survivor that
they are doing so.%?

3. Common Law Duty to Warn in NYS: Nonprofits providing medical care and their employees must
take appropriate action if a client poses an imminent risk of harm to themselves or others or
indicates contemplation or knowledge of a forthcoming crime. This might include, but is not limited
to, a client expressing current suicidal intent with plan and means, a client making a credible,
imminent threat to harm an identified person, and/or a client experiencing an acute medical crisis
(e.g., overdose, loss of consciousness, severe injury). New York’s common law duty to warn,
although limited, could mean that a counselor with a “special relationship” with a client, who knows
that a client is likely going to commit a violent act, has a duty to warn the intended victim or alert
proper authorities or providers.?® This duty is generally owed by a physician, or by a hospital or
other agency providing mental health services, especially where the nonprofit is the sole mental
health services provider. For this duty to apply, the client would have to exhibit serious mental
health concerns.*

928 CFR 90.4(b)(3)(ii)

10 4.

11 NY CLS Soc. Serv. § 413.

1228 CFR 90.4(b)(iii).

13 “In certain limited circumstances, a mental health provider may be liable for failing to control or commit a
voluntary outpatient who later harms a member of the public.” Doe v. Langer, 206 A.D.3d 1325, 171 N.Y.S5.3d 594
(2022) (quoting Rivera v. New York City Health and Hosp. Corp., 191 F. Supp. 2d 412, 419 (S.D.N.Y. 2002)).

14 See Avins v. Fed'n Emp. & Guidance Serv., Inc., 52 A.D.3d 30, 857 N.Y.S.2d 550 (2008) (where the court noted
that even where a person is receiving voluntary outpatient mental care from a mental health facility and the
treating physician has reason to believe that the patient is not taking his or her medication as prescribed, the


https://www.techsafety.org/releasesfaq
https://www.techsafety.org/confidentiality-templates
https://ocfs.ny.gov/publications/Pub1159/OCFS-Pub1159.pdf
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4. Court Order: If a court mandates disclosure through a court order signed by a judge, it is best to
work with an attorney to determine whether a privilege applies. Even when circumstances might
appear to necessitate disclosure, certain exemptions may apply. These may involve public policy
arguments, professional ethical obligations, or legal privileges. Privileges can be used as a defensive
tool to prevent the admission of evidence in court or administrative proceedings. The privilege is
only applicable when the communication is confidential, i.e., the presence of a third party destroys
the privilege. Relatedly, nonprofits must take seriously lawful subpoenas, which are typically not
signed by a judge.® If your organization receives a subpoena, review the subpoena with legal
counsel to determine its validity. Watch this free webinar from the Confidentiality Institute on
responding to subpoenas, warrants, court orders, auditors, and monitors.

Part lll: Best Practices
Unauthorized disclosure of confidential information violates the trust placed in service providers and
can jeopardize a survivor’s safety. Breaching confidentiality can also lead to funding repercussions,
including increased monitoring, suspension, or termination of funding agreements.® By adhering to
confidentiality requirements, nonprofits can create a safe and supportive environment for survivors of
domestic violence and empower them to seek the help they need. Consider taking the following steps to
protect your organization.

. Develop Clear Confidentiality Policies: Implement comprehensive policies and procedures that
address all aspects of confidentiality, including obtaining informed consent, handling mandatory
reporting requirements, and protecting privileged and confidential information through
cybersecurity and Artificial Intelligence (Al) policies. Review the terms of use of Al tools and
ensure that you properly store client data.

o Train Staff: Ensure all staff members understand and adhere to confidentiality protocols
through annual trainings. Staff should follow internal procedures related to cybersecurity and
Al. Anonymize information whenever possible.’

o Scenario Plan for Audits, Investigations, and Court Orders: When taking notes, staff should
consider the possibility of audits and subpoenas. Redacting is tedious and difficult to do
correctly. Therefore, staff should refrain from recording unnecessary information in notes and
destroy documents and delete data after the required time period for retention and when no
longer needed. Rather than holding evidence on behalf of clients, consider turning over any
records that the client has shared, such as photos or written statements. Periodically review

facility's control over the patient, and consequent duty to prevent him or her from harming others, is more limited
than in cases involving persons confined to mental institutions).

15 VVAWA and codes of ethics require nonprofits to disclose the minimum necessary information. 28 CFR 90.4(b)(iii):
when disclosing information compelled by statute or court mandate, the nonprofit must take steps necessary to
protect the privacy and safety of the client. NASW Code of Ethics 1.07(c): “...Social workers should disclose the
least amount of confidential information necessary to achieve the desired purpose...” Comment 14 to Rule 1.6,
New York State Bar Association New York Rules of Professional Conduct (2025): “In any case, a disclosure adverse
to the client’s interest should be no greater than the lawyer reasonably believes necessary to accomplish the
purpose...”

16 Unauthorized disclosure would be a breach of the funding agreement(s) associated with various grants. It would
be up to the funding agency to decide which of its remedies for breach it wants to invoke. It could subject an
organization that breaches confidentiality to additional monitoring, suspend the contract, or terminate the
contract. It could also designate the organization as a “high-risk recipient,” making it harder for the nonprofit to
get future funding. Section 3.17 of the DOJ Grants Financial Guide outlines the agency’s remedies for
noncompliance: https://www.ojp.gov/funding/financialguidedoj/iii-postaward-requirements#103-0.

17 See the Confidentiality Institute’s Data Protection Best Practices Webinar.
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records to ensure that disclosures are supported by compliant releases, law, or court order, and
that minimal disclosure standards are observed.

o Consult with Legal Counsel: Seek legal advice to navigate complex situations and ensure
compliance with all applicable laws and regulations.

Lawyers Alliance is grateful to Equal Justice Works Fellow Frances Tyler for her work on this legal alert.
Thanks also to Alicia Aiken, Jennifer DiCarli, and Victoria Goodlof for their review.

This alert is meant to provide general information only, not legal advice. If you have any questions
about this alert, please contact info@lawyersalliance.org or visit our website at
www.lawyersalliance.org for further information. To become a client, visit
www.lawyersalliance.org/becoming-a-client.

Lawyers Alliance for New York is the leading provider of business and transactional legal services for
nonprofit organizations and social enterprises that are improving the quality of life in New York City
neighborhoods. Our network of pro bono lawyers from law firms and corporations and staff of
experienced attorneys collaborate to deliver expert corporate, tax, real estate, employment, intellectual
property, and other legal services to community organizations. By connecting lawyers, nonprofits, and
communities, Lawyers Alliance helps nonprofits to provide housing, stimulate economic opportunity,
improve urban health and education, promote community arts, and operate and advocate for vital
programs that benefit low-income New Yorkers of all ages.
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