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Effective May 7, 2022 New York State Law Will Require Employers to Notify Employees of Monitoring

New York State recently amended its Civil Rights Law to require employers operating in New York to
provide prior notice to employees regarding monitoring of employee telephone, email, or internet
usage.! While many employers already do provide notice in an employee handbook, this is now a legal
requirement. In addition, employees must sign a receipt of the notice. Details are provided below.

The law, which takes effect May 7, 2022, requires private employers to provide written notice to all
employees subject to electronic monitoring. Employers may consider sending pre-emptive notice to all
employees that they may be subject to electronic monitoring and should review existing practices for
providing notice of monitoring, including through employee handbooks or acceptable use policies. The
law also requires employees to acknowledge receipt of the notice in writing or electronically, and
employers should be careful to accurately track and maintain these acknowledgements. Although not
strictly required, employers may consider sending a supplemental notice to employees should aspects of
the employers’ electronic monitoring change.

Employers must also post a notice that employees are subject to electronic monitoring in a place that
will be conspicuous and readily available to any affected employees. For those operating in a remote
environment, consider posting an electronic notice on your organization’s intranet or internal virtual
workspace. For those operating in a hybrid environment, the employer should post both physical notice
and notice in the virtual workspace.

The definition of electronic monitoring is broad, and the new law covers monitoring of telephone
conversations or transmissions, email or other electronic transmissions and internet access or usage by
any electronic device or system. However, the law does not apply to processes that are designed to
manage the type or volume of incoming or outgoing email, telephone voicemail, or internet usage solely
to the extent that they are performed for the purpose of computer system maintenance or protection
and are not targeted to monitor or intercept communications involving a particular individual.

Employers who fail to comply with the law may be subject to civil penalties ranging from $500 for the
first offense, $1,000 for the second offense, and $3,000 for any subsequent offenses. Employees do not
have a private right of action against the employer for failure to comply.

I New York Civil Rights Law § 52-c (effective May 7, 2022).
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Sample Notice of Electronic Monitoring

Please be advised that any and all telephone conversations or transmissions, electronic mail or
transmissions, or internet access or usage by an employee by any electronic device or system, including
but not limited to the use of a computer, telephone, wire, radio or electromagnetic, photoelectronic or
photo-optical systems may be subject to monitoring at any and all times and by any lawful mean:s.

|, [employee name], hereby acknowledge and confirm that | have read and understood the Notice of
Electronic Monitoring and that such notice has also been posted in a conspicuous and readily available
place.

[Employee Name]

Dated: ,2022

This alert is meant to provide general information only, not legal advice. If you have any questions
about this alert please contact Judith Moldover at jmoldover@Ilawyersalliance.org or visit our website
at www.lawyersalliance.org for further information. To become a client, visit
www.lawyersalliance.org/becoming-a-client.

Lawyers Alliance for New York is the leading provider of business and transactional legal services for
nonprofit organizations and social enterprises that are improving the quality of life in New York City
neighborhoods. Our network of pro bono lawyers from law firms and corporations and staff of
experienced attorneys collaborate to deliver expert corporate, tax, real estate, employment, intellectual
property, and other legal services to community organizations. By connecting lawyers, nonprofits, and
communities, Lawyers Alliance for New York helps nonprofits to provide housing, stimulate economic
opportunity, improve urban health and education, promote community arts, and operate and advocate
for vital programs that benefit low-income New Yorkers of all ages.
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